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Tools



Tools (Normal Factor Graphs')

m Edges - variables (e.g., x,y...)
m Boxes - functions (e.g.,f,g...)
m SUM over internal variables

f(z,y)

> f@ )9y, 2)

'See works by Forney, Al-Bashabsheh, Mao, et al.



Distributive Law

" ; y . z . u > (@, 9)g(y, 2)h(z,w)
Y,z




Matrix multiplication

T 1Y — x| ]

f(@,y) 9(y,2) h(z,2)

m For identify matrix:

h(x,z) = {(l) =z

otherwise.



Matrix multiplication




Matrix multiplication
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Transform

f(i) = f(k)
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Example: Fourier Transform

W jjand k;inthe set {1,...,N;}
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Example: Fourier Transform
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Codes



What are codes?

m (Error control) coding is a technique to protect transmitted
data against errors

0 - (0,00
I - (L)
Alice Noisy Channel [ Bob
ﬂ Y »| Decoder ——»
Z=(0,0,0) (1,0,0) Z=(0,0,0) ?

m Codebook size vs. Error correcting capability

Error probability = Pr(more than one symbol error)

m Code — a set of random variables (7, ...,Z,)
m Z; —the i codeword symbol.



Tamper-proof transmission

m Transmitter and receiver connected via n parallel links
m Adversary — obstruct data transmission

m Replacing the messages transmitted on the attacked links

with any other messages.
m Message transmitted on untampered link received without

error.

Source Sink



Tamper-proof transmission

Find the highest rate code that resilient to attacks:
m Adversary’s tampering pattern A — the possible link
subsets that an adversary can attack.

m If the adversary can attack up to any ¢ links, then A
contains all subsets of sizes up to r.

m Codebook size - H(Z,...,Z,)
m Code is resilient if

H(Z\,...,Z)|Zi,i€ a) =0

for all o« C A% where A2 2 {BUC : B,C € A}.



Tamper-proof transmission




Distributed Storage

m Data encoded into n pieces 7y, ..., Z,,
m each stored in a data centre (DC)

m In case of data centre failures, the stored data can be
restored from other DC

m = — failure pattern,

m Design a storage code such that data can be restored if a
set A € = of data centres fail.



Distributed Storage

Find the most efficient storage code (resilient to failures)
m Code size -H(Z,,...,Z,)
m Robustness if

H(Zy,...,Z)|Z;,j€a’) =0

foralla e =
m Extension to subset recovery



Network Coding

m Network code - specified
by a set of random
variables

m Source variables
m Link variables
m Topological constraint:

H(Y7|Y4,Y5) =0
m Decoding constraint:

H(Y\|Ys,Y9) =0

Yy



Secret Sharing

m Dealer share a secret with n — 1 participants, indexed by
the set {2,...,n}. (Dealer is player 1)

m only specified legitimate groups of participants can
reconstruct the secret data

m () — access structure, only participants indexed by A € Q
can access the secret.
m A secret sharing scheme is a random vector (Zy, ..., Z,)
such that
Kl Z is the secret;
H Z is the share held by participant j;
B H(Z|Z,je A =0ifAcQ;
A Z and (Z : j € A) are independent whenever A ¢ ().



Fundamental questions ...

These are codes

m specified by random variables
m satisfied functional dependency constraint

The basic questions are ...

m How to find an efficient code?
m Bounds on the rate of codes?
m Necessary condition for the existence of a code?

m In particular, assume a finite regime — alphabet sizes are
fixed



m Let Z,..., Z, be a set of non-empty sets, of sizes
Ni,...,Ny
m Assume WLOG Z;, = {0,...,N; — 1}
m A code C is a non-empty subset of [[\_, Z; (or simply ZN).
m For any codewords, a = (ay,...,a,),b = (by,...,b,) € ZV,
their
m difference — (a—b) £ (a; — by, ...,a, — b,)
m support— S(a,b) = {j € {1,...,n}: a;— b; £ 0}.
m distance — |S(a,b)]

m The minimum distance of a code C is defined as

min _|S(a,b)|.
a,beC:a#b



m Suppose C = {(0,1,1),(0,2,1),(1,2,1)} where
N; ={0,1,2}

m Consider the pair of codewords (0, 1,1) and (0,2, 1)
m Difference is (0,2,0)
m Support is the subset {1} and the distance is 1.

m Consider the pair of codewords (0, 1,1) and (1,2, 1)
m Difference is (2,2,0)
m Support is the subset {1,2} and the distance is 2.

m Denote the support be a binary vector of length n

m E.g., (1,0,0)and (1,1,0)



m Difference enumerator (FE)
F(a) =|{(b,c): bccCandb —c=a}|.

m Support enumerator (SE)

)= Y Fla)

a:q;7#0 iff ier

m Distance enumerator (DE)

w(i) =Y &r).

r:|r|=i

m Sometimes, normalised with the factor 1/|C|?



Necessary condition

Theorem (Necessary condition)

Support enumerator will satisfy the following conditions:

§(r) >0

> &) [ s (5, 55) > 0
r j=1

wherer = (ry,...,ry),s = (s1,...,5,) C N, and

1 ifri=0
kn;(s,r) =qN;—1 ifsi=0andr;=1
-1 otherwise,



Proving necessary condition

m For each code C, it is associated with an “indicator
function” f defined as follows

{1 if (z1,...,24) €C

@ om) = 0 otherwise.

m Then F(a) =), f(b)f(b +a).

Theorem (Nonnegativity)

m F(a) =3, f(b)f(b+a) > 0.
mFk,.. k) £, Flar,... a,) I, e~ 2maki/N; > ()




Proving necessary condition

e—27ra1b1/N1 5
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Proving necessary condition

1) K
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727ra1b1/N1
© 5
by S1

N N S

1 If aj = I’j =0
5}\/].(&]', rj) = 1 If aj, I”] 7'é 0
0 otherwise.



Proving necessary condition

§r(r)
<t >
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F
1) K
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1 If aj = rj =0
5]\/]( j,rj): 1 ifaj,rj;«éO
0 otherwise.

B Jy, is a N; x 2 matrix
mrec{01}

Proving necessary condition

£r(r)

0

1

N —
BN —
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Coding constraint

Suppose C C 2V is a code. Let

Yr(s) = Y &(r)

rrCs

m () is the number of codewords in C
m If Zp is a function of Z 4, then ¢y (N — (AU B)) = ¢r(N — A)

m If Z 4 and Zg are independent, then
YN = (AU B)) Y (N) = YN = AN = B).



Delsarte’s LP bound

Theorem (LP bound)

Let C be a code such that the minimum Hamming distance of C

is at least d. Then |C|* is upper bounded by the maximum of the
following optimisation problem:

maximize ) & (r)
subjectto &(r) >0 Vr

S g [[rulsr) =0 vr
s j=1

1€ (r)] =0 Vr: 1<|r|<d-1.



Bounds

Remper(A) is upper-bounded by the optimum of the following
linear programming problem:

maximize (N

subjectto & (¢) >0 Ve e {0,1}"
ST GO ] sy =0 vwefo 1y
£e{0,1}n j=1
Pr(r) = &(0) vr € {0,1}"
I<r

Yr(A) =1 VA€ A2,



Bounds

Riecret(2) is upper-bounded by the optimum of the following
optimisation:

maximize  min log ¢y (N) —log (N — {1})

jeN—{1} log ¢or(N) — log vy (N — {j})
subjectto &(¢) >0

> gm0 =0
=1

e{0,1}"

dy(r) = &(0)
I<r
YN = (AU{1})) = (N — A)
YN — (AU{1})prN) = PN — A (N = {1})




Renyi entropy



Renyi entropy

Definition

Let Z be a random variable with probability distribution f(z).
Then its Renyi entropy of order o for a > 0 and « # 1 is defined

as
log Z f2)
z:f(2)>0

When a = 1, H(Z) £ lim,_,1 H,(Z).

Ho(Z) =

Examples
= —log (Zf(Z)2>
— Y f(2)logf(x)

Ho(Z) = log[{z: f(z) > O}



Renyi Entropy - Interpretation

m Let X and Y be two independent random variables,
identically distributed as Z.

m Then Hy(Z) = —logPr(X =7Y).

mletX=(X},....X,)and Y = (Yy,...,Y,) be two
independent sets of random variables with the same
probability distribution f. Then for any s C

Ur(s)2 Pr(S(X,Y) C's) = 2709,



m Let f be a probability mass function for random variables
(Zy, ..., Zy).
m Let

Zf f(b+a)
= ZF(a)H&vj(ajﬂy)
a j=1

mletX=(X;,....,X,)and Y = (Yy,...,Y,) be two
independent sets of random variables with the same
probability distribution f.

m Then forany s C NV,

&(s) =Pr(S(X,Y) =s).



(r) >0

> &®) [ (o 5) >0
r j=1

forallr = (ri,...,rn),s = (s1,...,5,) CN.



Mobius Transform

Theorem (Relation to Renyi entropy)

D &) = y(s),

r:rCs

3 (= D)IMelyy(s) = g (v)

s:sCv

forallr,s,v C N

Pr(s) £ Pr(S(X,Y) Cs) =275,



Renyi information inequalities

Letf be a probability distribution of a set of discrete random
variables (Zy,...,Z,). Then for allr C N,

&) = (~1)irnslz~#@) > g,

s:sCr

S &m [Trnls) = 3 (—1)klo-@0 T 24@ > o,
r j=1

w:uCr JJEr\u




Corollary

Let{z,,...,Z,} be a set of marginally uniform random
variables. Then for allr C N/,

Z (—1)Ir\slp=F2(Z) > ¢

s:sCr
Z (_1)|u|2_H2(Zl‘\ll)+Ej:jer\u m(Z) > ¢,

wuCr




Theorem (Dualities)

m Letf be a probability distribution of a set of marginally
uniform discrete random variables (Z,, ... ,Z,).

m Let p(r) £ Hy(Z;,j € r) be the collision (or extension)
entropy function

m Letp(r) £ Y., p(i) + p(F) — p(N) be its induced dual.
m Thenforallr C N,
S (= 1)lsir)=r6 >

s:sCr

3 (—1)PssM-46) > o

s:sCr




Group induced random variables

Let G be a finite group and G4, . . . , G, be its subgroups. There
exists random variables Uy, . . ., U, such that

H()(U,',i e a) = Hz(U,',i € Oé) = log ’G| — 10g| Meze G,‘|.

Corollary

> (DN Gi > 0

$:sOT

1\ Bl N, G;
Z (_1> ’ ier\s ‘ >0
Gl Tljjers Gl

s:sCr

forallr C N.
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Thank You !!
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